Abstract
Introduction
Nowadays, significant discoveries in digital information revolution and internet caused considerable changes in the world, ranging from the effect on the world economy to the way people communicate. There has been considerable interest in data hiding in the last decade. With the advent of the digital age, the proliferation of computers and the widespread usage of the Internet have created digital multimedia as a host for reliable and secure data transfer. Data security is one of the most important issues for computer forensic experts. Steganography is an art of hiding confidential information in some cover medium file. Steganography has become relevant in various forms of digital media such as images and audio. By taking advantage of lossy compression algorithms we now see steganography existing in JPEG (Joint Photographic Experts Group) images as well as MP3 (MPEG Layer3) audio. The nature of these lossy compression techniques readily allows data to be embedded such that the medium is not altered in a perceptible way. It can be used to hide secret messages in digital multimedia files which can be retrieved later by intended users. This technique can be used for secret communication and confidential information sharing via internet medium. This method of secret message passing is seen to be misused in offices by leaking important company documents though some cover medium files. Encryption techniques along with steganography can provide a high level of data security [1] . 1 Online gaming is also a big user of audio channels on the internet. Using the TCP/IP protocol, audio files can be uploaded, downloaded, and transmitted through the internet. This benefit of transmission makes the interest in using audio as a cover object in steganography become much stronger. There are many types of audio formats differentiated by encoding algorithms, proprietary design, compression algorithms, and standardized formats. Audio file format is commonly classified into three parts: audio formats without any compression such as AIFF and WAV. Lossless compression audio formats such as TTA, ATRAC and finally, lossy compression audio formats, such as AAC and MP3 [2] [3] .
MP3 digital audio files are very popular and well-known audio compression format on the Internet which uses the destructive compression methods to attain to the high compression rate. The main audio file converts to a small size. MP3 music files format are very popular on the internet and most music Producers select internet as a space to publish their new works because of low cost of sales and popularity. But steganography software using MP3 audios as hosts is rare. Hiding capacity, perceptual transparency, and robustness are three important parameters which are known as 'the magic triangle' and use in designing steganography techniques [4] . Some methods attempt to be robust against various attacks like MPEG-1 layer III compression, whereas, achieving high hiding capacity is the goal of some other steganography techniques [5] . In recent years, most of watermarking techniques which have been proposed for MP3 audio formats can be improved for the steganography purposes without any problem [6] . The goal of this study is to develop an application which can hide data in MP3 files and detect the presence of hidden messages in MP3 files using an appropriate analysis method.
Moghadam et al. proposed a new watermarking algorithm to MPEG-1 Layer III format during the compression of digital audio. At the proposed method, the authors modified some of the MDCT coefficients by using genetic algorithm during MP3 audio compression. With considering transparency and robustness factors, there are several approaches for modifying some of MDCT coefficient to embed the hidden data into audio file. A genetic algorithm was used to choose the best MDCT coefficients to hide the secret message in this proposed algorithm [7] . A new technique was proposed which is able to embed some secret data by replacing the MDCT coefficients using the east significant bit method (LSB) after the conversion of MP3. This method works according to the MP3 statistical properties, which is used Modified Discrete Cosine Transform to compress these properties [8] [9] .
Wang et al. proposed a new watermarking method that embed hidden message directly in the MDCT coefficient block during performing the compression process. In order to increase robustness, they embed secret data into low frequencies. The beginning of the secret data is the position of the first nonzero coefficient. The MDCT coefficients were adjusted and calculated to carry the embedded data during the MDCT phase. Embedded data is then extracted during the IMDCT process and after dequantization. To acquire the watermark coefficients, Inverse of the MDCT (IMDCT) values are analyzed. At this method the watermark is embedded only at low frequency region and it is not a selfadaptive approach even though it works directly on MP3 process. Hiding watermark at this part of the signal has significant impact on watermarked audio quality [10] .
An adaptive digital audio watermarking method was proposed by Chen et al. [11] for MP3 compression. In this method, secret data is hidden directly in MP3 domain before quantization and after MDCT in MP3 encoder procedure. This algorithm works based on the human auditory system. Energy of subbands and Gaussian distribution are analyzed to control of adaptability. Although, they improved their security of the watermark algorithm by adding a security key for watermark embedding in compared with the one that they proposed in [12] , the robustness of this new algorithm is much better than previous one.
Here we implement a technique for hiding data in MP3 files, known as MP3 file steganography. However, steganography alone is not enough to provide a high level of security. It is also combined with encryption of the data to be embedded. We proposed a robust data embedding algorithm for MPEG layer III audio steganography based on human auditory system. In this algorithm, secret data is embedded during the Mp3 compression before quantization and after MDCT. The experimental results indicate that the proposed steganographic algorithm is robust against most common attacks especially in MP3 compression. Remaining of this paper is organized as follows. In the next section we describe the structure of MP3 file format with encoder/decoder of MPEG audio layer III. Then, we explain our proposed method, followed by discussing the experimental results.
MP3 Encoder/Decoder
One of the most significant developments in the digital media processing area is the invention of the MPEG-1 Layer-3 (MP3) audio compression algorithm because of its high compression ratio and quality. MPEG files because of using very sophisticated compression techniques are much smaller for the same quality compared to other audio and video coding formats and this is the main advantage of MPEG. MPEG-1 audio consist of three layers. The most well-known is MPEG-1 audio layer 3 known as MP3. MP3 creates a highly compressed signal with high perceptual quality by eliminating or reducing unnecessary frequencies. A complete MP3 system has an MP3 encoder and an MP3 decoder. The operations of the encoder and decoder are governed by a set of undetermined control signals. These are combination of both external hardware controls and software functions.
MP3 Encoder
In an MP3 system, a regular PCM audio is input to the MP3 encoder. This analog signal will be converted to an MP3 digital bitstream according to the standard MPEG-1 layer 3 encoding algorithm. An MP3 file will be generated after MP3 encoder. The control signals mean external software functions and parameter controls during MP3 encoding and decoding. Figure 1 shows the block diagram of a typical MP3 encoder [13] . The purpose of the filterbank is to transform audio signals to frequency domain signals in 32 subbands. Every subband is splited into 18 frequency lines. Therefore, the 32 subbands are then mapped into 576 (32×18) frequency lines after Modified Discrete Cosine Transform (MDCT) [14] .
Empirical evidence has shown that the human ear has a limited resolution (that can be expressed in terms of critical band widths) less than 20 kHz and more than 20 Hz, which is the range of Human Auditory System (HAS). Within a critical bandwidth the human ear blurs frequencies. Thus the filterbank creates equal-width frequency subbands that correlate to the critical bandwidths. The human ear can nominally hear sounds in the range of 20Hz to 20 kHz. Psychoacoustic model analysis is the technology on HAS to make critical banks, which is not the same as 32-equal subbands after filterbank. When in low frequency, a subband might include several critical bands, however, when in high frequencies, several subbands are included into one critical band. Unlike 32 subbands, critical bands are non-linear algorithms. Psychoacoustic model uses the weakness of the human ear to eliminate the inaudible parts of signals to make compression by using masking technology on critical bands [15] [16] . MDCT is lossless and is carried out on the sequential blocks of a larger dataset, where the last half of one block coincides with the first half of the next block that it means subsequent blocks are overlapped together. Since this overlapping helps to avoid artifacts stemming from the block boundaries, it makes the MDCT especially attractive for signal compression applications to the energy compaction qualities of the DCT [17] .
The MDCT is performed on blocks that are windowed and overlapped 50 percentages off. The MDCT to achieve good frequency resolution is normally performed on 18 samples at a time (long blocks). It can also to achieve better time resolution and to minimize pre-echoes be performed on 6 samples at a time (short blocks). After MDCT, a non-uniform quantization maps amplitude values into finite number of bits. Non-uniform is to change sample size according to amplitude values. In this way, larger values are automatically coded with less accuracy and some noise shaping is already built into the quantization procedure. Quantization is the second time compression in MP3 file generation. Two nested loop is used during the quantization step. One of them is applied to control quantization step size, which is called inner iteration loop and the other one is used for each scale factor band to control the noise shaping factors (outer iteration loop) [18] [19] .
The quantized values are stored by Huffman coding. As a specific method for entropy coding, Huffman coding is lossless and keeps data in the bitstream along with the scale factors and side information. Quantized MDCT coefficients are arranged in the order from lowest to highest frequency. The whole range is divided into three sections, each coded with a different set of Huffman tables. Bit generation and CRC check make the signal frames finally to be MP3 bitstream [20] [21] .
MP3 Decoder
In MP3 decoder, most of the steps are the inverse of the encoder, but there is no psychoacoustic modeling in decoder. 
The Proposed Audio Steganographic Algorithm
The aim of proposed algorithm is embedding secret data within MDCT coefficient during MP3 compression. We found that these coefficients don't have any significant changes after encoder. Therefore, we try to hide secret message before quantization and after MDCT.
Embedding Process
A new method to embedding secret data during the MP3 compression will be proposed at this section. Figure 4 indicates the block diagram of this algorithm. 
Embedding procedure is done directly after achievement of MDCT coefficient and before quantization step in process of MP3. The keys, which are Adjustable by users, are used to improve the security of embedded algorithm. Each bit of the secret data is embedded in one bit of MDCT coefficient. Let F(X) is quotient remainder of the decimal MDCT coefficient X divided by 2. In summary, after hiding the embedded bit (EB), the new coefficients of X, (X ′) are computed as follows: (1) At this algorithm, the binary values of secret data bits (0 and 1) are embedded by calculating the quotient remainder of the decimal MDCT coefficient divided by 2. For example, suppose one of the MDCT coefficients is 51 and embedding bit is 1. Remainder of the 51 divided by 2 is 1. But according to the proposed algorithm, in order to embedding "1", remainder must be zero, therefore, this coefficient plus by 1 and it convert to 52. But if the embedding bit is zero, no need to change value of coefficient because based on algorithm, to replace the zero, remainder value should be 1. Consequently, embedding additional bits can be continued base on even or odd state of the decimal values of the MDCT coefficients. With considering the new value of MDCT coefficients, the probability of losing the hidden data bits and being changed at quantization step are reduced. Results indicate that such replacement do not effect on quality of audio. Figure 5 , shows the extracting procedure of proposed algorithm. Reconstructed MDCT coefficients are analyzed to extract the hidden message after dequantization procedure. If the quotient remainder of the IMDCT coefficient after divided by 2 is zero, the corresponding embedded bit is '1', otherwise, the corresponding embedded bit is equal to '0'. 
Extracting Process

Experimental Results
The following experiments were considered to evaluate the performance of the proposed steganographic algorithm.
An MP3 encoder and decoder (The LAME 3.96.2) according to the ISO/IEC 11172 standard was used as an open source. We added the proposed steganographic algorithm in the original LAME source code. Six music clips have been used to evaluate the experimental results. Music 1, 2 and 3 are classic, jazz and pop respectively, and music 4, 5 and 6 are three different types of speech audios. The secret data are selected randomly with binary value 0 and 1.
Six Four various types of one wav audio (32k-16bit-stereo, 32k-16bit-mono, 48k-16bit-stereo, 48k-16bit-mono) with different features and the length of 20 seconds are used to prove the performance of proposed algorithm against different MP3 compression rates. The steganographic algorithm has good performance in all audio wave formats. Different types of signal processing methods are applied to the carrier audio file to test the robustness of the steganographic algorithm. These attacks are including noise, quantization, low-pass filtering attack, mp3 compression which are introduced as below. a) Additive white Gaussian noise (AWGN): noise 10 dB is added to the carrier audio file. b) Re-quantization: 16 bit carrier audio file sampled at 44.1 kHz re-quantized to 8bit
and again back to original one. c) Low-pass filtering: Chebyshev filters with 0.5% ripple and cutoff frequency near 4,025 Hz is used d) MP3 compression 64 kbps: The MP3 compression is applied to the carrier audio file with the bit rate of 64 kbps and then back to the original wave format. e) MP3 compression 128 kbps: The MP3 compression is applied to the carrier audio file with the bit rate of 128 kbps and then back to the original wave format.
The extracted hidden data for the previous mention attacks are summarized in Table 3 .
Table 3. The Retrieved Hidden Data after Different Attacks
The embedding algorithm is proposed to hide secret message within MP3 audio format during MP3 encoding. A high percentage of those who heard the MP3 file couldn't distinguish between the audio file with hidden message and original one. In both embedding and extracting secret message, the equal audio compression rate was used. The new steganographic algorithm has good performance by testing most popular format of audio signal. One MP3 audio is selected for analyzing the waveform in time domain before and after steganography, as shown in Figure 6 . First photo shows the audio carrier signal waveform, second photo shows the audio stego signal waveform and the last one shows the difference between the audio carrier signal waveform and the audio stego signal waveform. It can be seen from Figure 6 that the difference is so small that human beings cannot perceive the difference. This leads to the imperceptibility of steganography. ROC curve [22] , which is a plot of false positive rate (false alarm) against true positive rate (missed detection), shows the efficiency of the steganographic methods. A random set of MP3 files is used to analyze the performance of proposed algorithm. The steganography algorithm is efficient and the embedding method is very strong, if the curve is close to the quadrant bisector. As can be seen in Figure 7 , the ROC curve is moderately coincident with bisector line. In relation with it, closeness of lines illustrates the robustness of steganographic method once the proposed algorithm is applied. Robustness of algorithm is being fully affected by the gap between two lines as the distance increases, robustness would significantly decrease. Moreover, high level of security in embedding methods is the direct consequence of coincidence between ROC curve and bisector. 
Conclusion
Having low robustness against common attacks as noise addition or MPEG compression that try to reveal the secret data and minimize the embedding distortion of the cover audio without affecting the perceptual transparency of the MP3 audio signal are two problems of embedding techniques of MP3 steganography. Therefore, a new algorithm is proposed to resolve these two problems.
The retrieved hidden message obtained from the proposed algorithm has the highest quality against various steganographic attacks and different signal types which shows an excellent imperceptibility for the new algorithm. A high percentage of those who heard the MP3 file couldn't distinguish between the audio file with hidden message and original one. The algorithm performance showed the qualified robustness against common attacks, especially MPEG compression compared to MP3Stego.
